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IPv6-only WiFI
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A CAUTION

« IPv6-only infrastruktura (servery)

- IPv6-only kancelare (desktopy)

« Pfedchodové mechanismy z IPv6-only do Legacy IP Only
IPv4 -
is product does not support
the current generation of the
Internet Protocol, IPv6.
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IPv6-only infrastruktura

IPv4 internet

IPv4 + IPv6

Pfechodovy mechanismus
IPv6 -> IPv4

IPv4-only
internet

>
IPv4 + IPV6

IPv6-only
interni sit
IPvd + IPv6
IPv4 internet
\Pv4on|y
zaméstnanci
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IPv6-only interni sluzby

Pouziti:

- proxy nebo load balancery:

o Web

o SSH
zone transfer (APNIC, ARIN,
LACNIC, ICANN, ...)
databazové servery
- zélohovaci servery
orchestrace
. atd.
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Prezentace: RIPE 76, DNS Status Report, Anand Buddhev
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Zone Transfers over IPv6 &

* RIPE NCC provides secondary DNS service
to, and receives secondary DNS service from
various organisations

e We use IPv6 exclusively for transfers to and
from the following:

- APNIC, ARIN, LACNIC, ICANN and ISC’s secondary name
service (SNS)
* For AFRINIC, we still have IPv4 fallback, but
it's temporary. We hope to switch to IPv6
exclusively once they do some upgrades
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IPv6-only interni sluzby

Vyhody: Nevyhody:
. je to IPv6 . je to IPv6
. zadny NAT - komunikace s IPv4 sitémi (zavislosti,
- nekolidujici IPv4 rozsahy repozitére, ...)
- interni sluzby nezavisi na - slozitéjsi administrace z IPv4 siti
zékaznicich (VPN, proxy, ...)
- vyborné edukacni a "testovaci" - nutna verejna IPv6

prostredi
pripravenost na budoucnost
nekomplikuje Dual Stack
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Linux servery bez IPv4

Bez problému: Problémy:
- v8e nativni (web, db, SSH, ...) - repozitare tfetich stran
- Fail2ban (od srpna 2017) o repo.zabbix.com, launchpad, ...
- Let's Encrypt (od Cervence 2016) « Github.com
- PyPi.org . stahovani obsahu
. software.opensuse.org (Open Build « ping6 2001:4860:4860::8888
Service)
- monitoring: Icinga2, Zabbix, ... = prechodové mechanismy
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OpenVPN
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tun-ipv6
ifconfig-ipv6 .
ifconfig-ipv6-pool ...
push tun-ipvé6

push "route-ipv6 ..."

pfidéluje IPv6 adresy i do IPv4-only klientskych siti
problém s Router Advertisements skrze VPN
problém s Router Advertisements mimo VPN
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IPv6-only kancelar

Aneb kde vSude se na IPv6
zapomnélo
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IPv6-only kancelar

Bez pfechodovych mechanismd to nepljde:

« twitter.com
rpmfusion.org
linuxmint.com
ubuntu.com
github.com, github.io
slack.com
stackoverflow.com

« duckduckgo.com

"Can't find out why so many people are complaining about IPv6 problems on Twitter,
which has no IPv6." (Jens Link, RIPE 76)
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Podpora IPv6-only

2016 - nepodporované

+ Spotify

« Skype

« WhatsApp (android)
. Steam

Bez problému:

- tiskarny (link local adresy)
« electron aplikace

2018

- Spotify - web uz neni ve flashi a
funguje

- Skype - funguje - zacali vyvijet
linuxovou aplikaci

- WhatsApp

. Steam - beze zmény
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Vyvojéfri, pozor

. Software:
o VirtualBox - NAT
o IXc-net
o docker?
o loopback:
« IPv4127.0.0.0/8
= |IPv6 ::1/128
. Hardware:
o Router Advertisement —
RA Guard na switchich
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Moznosti komunikace z IPv6-only do IPv4

- NAT64+DNS64

« 464XLAT

« Proxy
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NAT64 + DNS64
NAT64 DNS64

- Ecdysis, Tayga, Wrapsix - Knot Resolver, Unbound, Bind,
PowerDNS Recursor
. validace syntetizovanych zaznamdi

IPV6 IPv4 —
~ o ~ - "// \\\‘

B / \:7 /, WEB o .

e NAT64 SERVER
SYN 192.0.2.1 \
@_ N 192.0.2.1 J

SYN 64:ff9b::c000:201 ’ P

/ - h / AN
- DN564 DNS

’ h2.example.com 7@ h2 example.com ? ﬁ
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NAT64 + DNS64

NAT64 - posledni verze

DNS64 - podpora od verze
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Program | Verze Datum vydani Program Verze | Datum vydani
Tayga v0.9.2 2011 Cerven Knot Resolver | 1.0.0 | 2016 kvéten
Ecdysis | 20140422 | 2014 duben Unbound 1.5.0 | 2014 listopad
Wrapsix | v0.2.1 2017 listopad Bind 9.8.0 | 2011 brezen
Jool v3.5.7 2018 kvéten
Hardwarova podora:

« Juniper od 2010

« Cisco od 2010
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DNS64 a DNSSEC
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DNSSEC Problem
- A
enabled domains "‘u TPvd-only names

Zavadéni IPvE Zavadéni DNSSEC
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Domény nekompatibilni s DNS64

1M Alexa | CZ.NIC

Poct domén 1 000 000 | 1 300 000
IPv6 5.6 % 31.6 %
DNSSEC 1.6 % 52.2 %

IPv4-only + DNSSEC | 1.3 % 29.45 %

Zdroje dat:

« 2016, APNIC, Jen Linkova: https://blog.apnic.net/2016/06/09/lets-talk-ipv6-dns64-
dnssec/
« 2018: CZ.NIC: https://stats.nic.cz
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Lokalni validace DNSSEC

o~ .
(1) .

Bezpe&né domény ©

. Je tfeba rucné zapnout
(dnsmasq, systemd-resolved).
« Ten, kdo si zapne validace si zfejmé umi
i zapnout DNS64.
« systemd-resolved nepodporuje DNS64.
. Tyka se spiSe desktopl nez serverd.
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Proxy

example.com

Internal network

« Proxy s IPv4 a IPv6.
Jenom pro HTTP a HTTPS provoz.
Linuxové implementace: TinyProxy, Squid3, HaProxy, ...
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Konfigurace Proxy

Obecné slozitéjSi nez DNS64+NAT64
Software musi podporovat nativni nastaveni v Linuxu

http_proxy=http://yourproxyaddress:proxyport
https_proxy=https://yourproxyaddress:proxypot

nebo mit vlastni moznost nastaveni, napf. APT: /etc/apt/apt.conf:

Acquire::http::Proxy "http://yourproxyaddress:proxyport";
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Otazky?
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My ::/32 is
bigger than
your /32
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