. . o o o o o o e o o [ ] L] L] .
L] o e & e . o+ & - e - & - ® o o+ @ o e o o o o e o o o
. . . e o e o o o o ° ° ° . .
[ [ L] ® e - o @ . . L3 . . L] L[] . L] L] L] .

Bezpecné pouzivani linuxového
desktopu

Martin Vician ¢ martin.vician@nic.cz ¢ vician.cz
Wiptvician + @@vician@mastodon.social
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Mate na Linuxu antivirus? A mohla bych ho vidét?
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Martin Vician
Systémovy administrator Clen
SPRAVCE
Cz.nlc DOMENY CZ ‘

90% notebook( na Linuxu

pskHreecz

Uvod do Linuxu Implicitné:

AKADEMIE
ubuntu
16.04 (Unity) a 18.04 (Gnome 3)
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Témata

e Stazeni a instalace Linuxu
¢ Bios a disk heslo

Secure Boot

Thunderbolt 3

* Firmeware aktualizace

* Linuxova distribuce Deepin
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Stacdi stdhnout?

Zrcadla Linux Mint

2016: Beware of hacked ISOs if you
downloaded Linux Mint on
February 20th!

* hacknuty WordPress a phpBB
e zménéné ISO - pfidan Malware
* MDS5 kontrolni soucty

launchpad.net/ubuntu/+cdmirrors
launchpad.net/ubuntu/+archivemirrors
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Verify your ISO

. . [ . . - L]
Obréazek: xkcz.cz 1181

Kontrolni soucet
Podpis (PGP)

tutorials.ubuntu.com/tutorial/tutorial-

how-to-verify-ubuntu
linuxmint.com/verify.php
getfedora.org/verify

. Stahnout dodatecné soubory:

kontrolni soucet a podpis

. Ziskat PGP Kli¢
. Ovéfit kontrolni soucet
. Ovéfit podpis kontrolniho souctu
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NMJ'GD JAK S POMOCT PGP OVERIT,

ZE JE DANY EMATL DUIVERYHODNY:
ZKONTROLUJTE, ZDA
MATL z;\a% TAKTO
™ s b = L.""J _l o

D se @~ t[amonls]

(===~ BEGIN PGP SIGNED MESSAGE:——)
HASH: SHAZ56

AHOJ,
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POKUD ANO, JE EMATL ZRETME V PORADKU.
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Ziskani GPG klice
Ubuntu na Ubuntu

gpg --import \

/etc/apt/trusted.gpg.d/ubuntu-keyring-2012-cdimage.gpg

Fedora na Windows a MAC OS X
Fedora Media Write
Nekontroluje

¢ UnetBootin
* Rufus (oficialné doporuceny)

cz.nic
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Kolik mlZu zadavat hesel pfi bootu?

. Heslo k odemknut! B_IOSu TRCME e
. Heslo k odemknuti disku PASSINORDS DOESN'T SEEM
To STOP HACKERS, BUT IT

. Heslo k odSifrovani disku (LUKS)
. Heslo k prihlaseni do systému
. Heslo k odemknuti klicenky

SURE STOFS ME.

oUhWN R

A ktera davaji smysl?
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BIOS a disk heslo (Dell)

BIOS Disk

* Master heslo odemkne BIOS  Master heslo smaze a odemkne disk

Dell Inc.

DELL SECURE MANAGER www.dell.com

lli“-!l or administrator password. 1 This computer system, #. -595B, is protected by a
password authentication system. You cannot access the data
e mamssee ] on this computer without the correct password.

Precision H4500

FPlease type in the system or administrator password
and press <Enter>.

https://bios-pw.org/

CTRL+ENTER
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Secure Boot

e UEFI: Dobry sluha nebo Spatny pan? (Radek Zajic)
https://youtu.be/IldNI4LivNAC

« https://mojefedora.cz/implementace-bezpecneho-
bootovani-pomoci-uefi-ve-fedore/

« https://www.root.cz/clanky/secure-boot-
nepodepsanym-systemum-vstup-zakazan/

« Ctyfi databaze klicl: b
o Platform Key slouzi vyrobci k aktualizaci
ostatnich Kliii ) |
o Key Exchange Key klice dodavatell software,
podepsané PK
o db databaze klicl/otiskd povoleného softwaru
o dbx databaze revokovaného softwaru
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Secure Boot (UEFI)

* Byl objeven Skodlivy kéd LoJax
atocCici na UEFI. Radi i ve stfedni
Evropé (lupa.cz)

Me waking up every morming

* Secure Boot ma chranit pred
zavedenim necertifikovaného
operacniho systému

e Canonical (Ubuntu) ma v UEFI klice

* Lze podepsat vlastnimi klicCi
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Secure Boot (UEFI) - instalace

* Ubuntu z tovarny (a to chcete?)
» Pfiinstalaci vétSinou rucné vypiname (3rd party)
* Pfeinstalace neméni stav Secure Bootu

Install third-party software For graphics and Wi-Fi hardware, Flash, MP3 and other media
This software is subject to license terms included with its documentation. Some is proprietary.
Fluendo MP3 plugin includes MPEG Layer-3 audio decoding technology licensed from Fraunhofer 1IS and Technicolor SA.
Installing third-party drivers requires turning off Secure Boot. To do this, you need to choose a security key now, and enter it when the system restarts. Learn more...

Turn off Secure Boot
Choose apassword: | 00000008 Good password

-

Confirm your password: ........l ] L4
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Secure Boot (UEFI) - rucni zapnuti

sudo mokutil --enable-validation

« jednorazové heslo 8 - 16 znak Perforn hox menezcnari
* restart pocitace 1
MOK - mate 10 vtefin

e Change Secure Boot state

tfi nahodné znaky z do¢asného hesla

121722
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Dell dokovaci stanice

For lllustration Purpose.
Dacking Mot Inclheded,

POWER =
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Thunderbolt 3
Zafizeni:
e Dell Thunderbolt Dock (TB16)
e Thunderbolt adaptér
Periferie:

¢ Ethernet
+ HDMI, VGA, DisplayPort
e USB (3.0)

* Bezpecnostni nastaveni v BIOSu:

o

[¢]
o
o

none

dponly - Display Port a USB
user - uzivatel fesi ruéné
secure - jako user, navic
umozfuje uloZit pro pozdéjsi
identifikaci

DMA (direct memory access) utok

o e e e o .
Obrazek: amazon.com
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Thunderbolt 3

Spréava:

e bolt (boltctl) - GUI v Gnome3:
o user level je tfeba schvalovat po

kazdém bootu
o thunderbolt-tools
o tbtadm

Problémy:

e zadavani hesel, napf. LUKS
(USB klavesnice)

« ethernet pfipojeni

e pomald autorizace

Obréazek: root.cz

Thunderbolt

Direct Access

Dell Thunderbolt Dock

Dell Thunderbolt Cable



Thunderbolt 3 - rychlost Live USB

https://lyoutu.be/7tDfwKIFj4Y
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Thunderbolt 3 - rychlost kancelar

https://lyoutu.be/ZoS_LZ3eh50
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BIOS aktualizace

e Firmware: e Pouziti: GNOME Software nebo:
o BIOS
o Thunderbolt Controller sudo fwupdmgr refresh
° .. sudo fwupdmgr update

c All Installed Updates 18] Update All x

M ThinkPad T470s  Lenovo ThinkPad T470s System Firmware CHANGES IN THIS RELEASE

0.1.20» 0.1.28 Version 1.28 [Important updates] e Update includes a security fix. [New f... Update

18/22
e o © & O - e & O e e o+ o & - & e o - e &6 & o o+ O e & o - o O - - e o @ o A

SPRAVCE
o e o . - e e - e - ® - @ . e o @ o - ® ® o @ cz.nICDOMENYCZ

e - ° @ % e - e e e .

Obrazek: twitter,com/mmmmmmpc




Deepin

e Prvni verze tnor 2004 https://lyoutu.be/FsDjsRXzTMs

» Posledni verze spren 2018

 Stoji na Debian unstable

» Vyviji: Wuhan Deepin
Technology Co., Ltd.

 Vlastni Deepin Desktop
Environment (DDE) v Qt

» Nejpopularnégjsi distribuce
v Ciné

 23. distribuce na distrowatch
(poslednich 12 mésict)
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K zamysleni

» Chybi podpisy checksum soubor( ik
 Stahovani nékolik dni, nebo: 2

o zrcadla S =

o mega.nz, drive.google.com, ... J : : o
* Nejde zvolit celoSifrovany disk ' S : a

(LUKS) . ’
* Nekontroluje silu hesla
* Nemé& systemd-resolved = Glaro -
* Automaticky spusténa samba i
S cznlcsggg@&
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Obréazek: deepin.org



K zamysleni

» Nainstalovany gnome-keyring, ale ne seahorse
» Obsahuje nestandardni baliky
o google-chrome: nainstalovany a podepsany Google KIi€i
o spotify: pfidalo repozitaf, jeden expirovany a jeden uz nepouzivany kli¢
o atom: z webudp8 z ppa pro ubuntu bez kli¢l
o skypeforlinux: pfidalo repozitar a spravny kli¢
o Pridava starSi verze, pfipadné s repozitafi pro aktualizace
firefox: 60.0.1 z kvétna 2018
* Mirror repozitari:
o https://www.deepin.org/en/mirrors/packages/
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Nebudme sami sobé hrozbou

) Michal Spacek e
s tober 24 - @

Tohle je Leos. Leos si v ramci reklamy na

Mastercard nato€il svou kartu na video, které

najdete na Instagramu.

Navzdory zaZitému nazoru, &islo ze zadni strany

karty neni pro platbu na Internetu potfeba, stati najit

obchodnika, ktery to nevyZaduje. Pokud si dobfe

pamatuju, tak to je tfreba Amazon

Nebud jako Leos a nenatacej a nefot si svy karty.

-
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